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AO «AJIbOA-TIPUBOP»

AJIbDA-NMPUEOP

AHHOTANUA

B nmanmHOM nporpaMMHOM JIOKYMEHTE TPUBEIEHO O0Ilee OMUCaHHEe MPOrpaMMBbI
cnenuanbHoro mporpammuoro obecrnedenus (CITO) Axxon Next, mnpeaHazHaue€HHOTO IS
YCTaHOBKHM Ha BHJIEOCEpPBEPE M3 COCTaBa KOMIUIEKTA amapaTrypbl yrpabieHus, coopa U o0paboTKu
uH(pOpMaIK KOMITJIEKCA TEXHUYECKUX cpeacTB oxpansl Atomt 1 C.

CIIO Axxon Next padoraer coBmectHo ¢ CITO MHIAWUT' MPKA. OcnoBroii pynkiueir CITO
Axxon Next sBiseTcs opraHu3alysl yIpaBJIeHUS TEXHHUYECKHMMH CPEICTBAMU HaOJIOCHUS Kak
JIOKAJIbHO, TaKk W B cetd, nozjaepxkuBaromieid TCP/IP mpoTokon ¢ MOCTOSHHBIMH ip-aJipecamu
KOMITBIOTEPOB.

CIIO Axxon Next HanucaHo Ha a3bike Microsoft Visual C++.

O(bOpMJ'ICHI/Ie NporpaMMHOTO JOKYMCHTA ((OHI/IC&HI/I@ IIporpaMmsel» IMPOU3BCIACHO IIO
tpeGosanmsv  ECILJ] (COCT 19.101-77 Y, TOCT 19.103-77 9, TOCT 19.104-78 2,
T'OCT 19.105-78 ¥, TOCT 19.106-78 ®, TOCT 19.402-78 ©, TOCT 19.604-78 V).

Y TOCT 19.101-77 ECIIJI. Buzst [IPOrpamMM U MPOrPaMMHBIX JOKYMEHTOB
2 TOCT 19.103-77 ECIIJI. OG03HaueH e IPOrpaMM H IIPOrPAMMHBIX JOKYMEHTOB
9TOCT 19.104-78 ECII. OcHOBHBIC HAIITHCH

9 TOCT 19.105-78 ECIIJI. O6ume TpeOOBaHMSI K IPOTPAMMHEIM JTOKYMEHTaM

 TOCT 19.106-78 ECIIJI. O6ume TpeGoBaHKs K IPOrPAMMHBIM JOKYMEHTaM, BBITOJTHEHHEIM
MEYaTHBIM CIIOCOOOM

® TOCT 19.402-78 ECIIJI. Onucaue nporpamMmbl.

) TOCT 19.604-78 ECILI. IlpaBuna BHeceHHWs W3MEHEHUH B IPOTrpaMMHBIC TOKYMEHTHI,
BBITIOJTHEHHBIE TICYATHBIM CIIOCOO0M
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AJIbDA-NMPUEOP
COJAEPKAHHUE
IO 1571107 (Sl oa= o1 (515 1% 6 (AT 4
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2 DOYHKIHOHATBHOEC HABHAUCHHC . .e.vvviesteeesstesesssesessseessssesssssesssssesssssesssssessnssesssssesssssessnsssssnsssssnssesnnns 5
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2.2 Ha3HAYCHHE TTPOTPAMMDBI .....vveiuivieisirtesstetesssesessseessssesssssesssssesssssesssssesssssesssssesssssesssssessseessnsens 5
2.3  Caenenus 0 QyHKIIMOHATBHBIX OTPAHUYCHUSX HA TIPUMEHEHUE .....vvervvneiieereanrenieenieenenes 5
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3.2 VICTIOTTB3Y@MBIE METOIB ....vuveerereanteesieeaseessseesseessseeseesseeasbeeaseeasbeesseeanbeesseeanneennneanneeaneeannee e 7

3.3  CrpykTypa nporpamMmsI ¢ ormrcanueM (QyHKIIUH COCTaBHBIX YaCTEH M CBSI3U MKy HUMU

3.4  CBs3H NPOTPAMMBI C JPYTHUMH TIPOTPAMMEAME ......uveersreasreessreasseessneaseessneasesssnsasseesessnsessinens 8

4 VICrONTb3YEMBIC TEXHUUCCKUE CPCIICTBA -.vunvrenrreastessseesssessssesssessssessessssesssessssessessssssssesssseansessnesnses 8
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AO «AJIbOA-TIPUBOP»

AJIbDA-NMPUEOP

1 OBHIME CBEJEHMUSA

1.1 O6o3Ha4eHne 1 HAMMEHOBAHHUE MPOTPaAMMBbI
Haumenosanue nporpammsl: CIIO Axxon Next.
O6o3nauenue nporpammsl: AI1.000411-01.
Haunmenosanue npeanpusitust usroropuredisa: AO "AJIbOA-TTPUBOP".

Huctpubytus CITO Axxon Next COCTOUT U3 CIAEAYIOIINX MaKETOB:

—axxon-next-core_amd64.deb - ycranoBounsiii maket Cepeproii yacti CITO Axxon Next;
—axxon-next-client_all.deb - ycranoBounsiit maker Knuenrckoit yactu CITO Axxon Next;

—axxon-next-raft_amd64.deb - momonHuTENBHBINA TAKET A YCTAHOBKH OTKAa30yCTOHYHUBOIO
peXKMMa;

—axxon-drivers-pack-dbgsym_amd64.deb - yctaHoBOYHBI MakeT ApaiiBepoB 000pYI0BaHHS,
noxanepxkuBaemoro CITO Axxon Next;

—axxon-detector-pack_amd64.deb - ycranoBounslii maker aHamuTHkH (AerekropoB) CIIO
Axxon Next.

[locne wunctammsuuu CIIO Axxon Next B mnamke ¢ YCTaHOBJIEHHOM IIPOrpamMmoi
MPUCYTCTBYIOT CIEAYIOIINE AUPEKTOPUU:

—/opt/AxxonSoft/AxxonNext/logs - nupexTopust cOopa JIoros;

—/lopt/AxxonSoft/DetectorPack/ - aupekTopuss ¢ MOIKIIOYAEMBIMH  OHOIHOTEKAMHU
JIETEKTOPOB;
—/lopt/AxxonSoft/Ipint.DriverPack/ - mgupekTopus ¢ MOAKIIOYAEMBIMH OHOIHOTEKAMHU

JIpaiiBEpOB BUIECOKaMED;
—lopt/AxxonSoft/RaFT/ - qupexTopus cepBrca s pekKrMa 0TKa30yCTOWYMBOTO PEKUMA,;

U OCHOBHBIE UCTIOJHsIeMBbIe (ailnbl B qupexTopun /opt/ AxxonSoft/ AxxonNext/bin/:

—AppHost - ucnonauTensHbINA KOHTEHHEp A Beex moayniei CIIO Axxon Next;

—arpagent - mpmioxenue, Heooxoaumoe st paboter CITO AxxonNet;

—Ngpsh - KOHCOJIbHOE MIPHIIOKEHHUE IS TTOAKIIOUeHHS K HH(pacTpykType miatdpopmbl NGP;
—Support - yrunuta c6opa goroB CITO Axxon Next;

—tao_imr - koncompHas yruiuta padbotel ¢ TAO (peanmusamust CORBA, ucnonszyemast B
NGP);

—tao_nslist - koHconpHast yrunuta pabotsl ¢ TAO (peammszanuss CORBA, ucnons3zyemas B
NGP);

—LS_tool - koHCONbHOE MpHIIOKEHUE TS paOOThI C JTUIIEH3UOHHBIME (aiiiaMu;
—vfs_tools - koHcosIpHAs yTHIMTA paciupenHoi padoTsl ¢ apxuBamu CITO Axxon Next;

—ExportMM - koHcosbHas yTUIUTA AJ1 SKCIOPTa BUIEO.

AT1.000411-01 13
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AJIbDA-NMPUEOP

1.2 IlporpammHoOe oGecnieyenune, He0OX0aAUMOe I (PYHKIMOHUPOBAHUSA MPOTrPaMMBbI

Ha xocre (kommbloTepe) MODKHA OBITh YCTAHOBJICHA OlepalMoHHas cuctema Astra Linux
Special Edition (Cmonenck) Bepcuu 1.5 W BbIme AJs1 MPOLECCOPHOM apXUTEKTyphl x86-64. B
OIIEPAIIMOHHOM CHUCTEME JIOJDKEH OBITh IMOJIb30BATEINb, HMCIOIIUI TPABO BBIMOJIHSITH JCHCTBHUS OT
VMEHH a]MHUHHCTPATOpa ONEPAIMOHHOM CHCTEMBI (T00t) U UCIIOIBb30BaTh KOMaHay sudo.

Ipumeuanue! /[ paboter CITO Axxon Next tpedyercs ycranoButh CYB/I PostgreSQL 9.6
unu 10.

1.3 SI3bIKM POrpaMMHUPOBAHNSI, HA KOTOPBIX HANKCAHA NMpPorpaMma

WcxoaupiM si3pikoM  miporpammupoBanust aiast CITO Axxon Next ssasiercst Microsoft
Visual C++.

2 ®YHKIMNOHAJIBHOE HASHAYEHHUE

2.1 Kaaccnl pemaembIx 3a1a4
CIIO Axxon Next mO3BOJISIET:

—HaCTpauBaTb O60py,I[OBaHI/Ie TCXHUYCCKUX CPCIACTB Ha6J'IIOI[eHI/I${;

—OCYHICCTBJIIATH BI/II[GOHa6J'IIO)IeHI/IC B YCTHIPCX PCXKHMAX: B PCaiIbHOM BPCMCHH, B PCIKHUMC
OLICHKU TPCBOI'HU, B PCIKUME apXHUBa U B PCIKUMC aHAJIN3a ApXUBA,

—OCYHICCTBIIATH HpOﬂBHHYTBIﬁ IMOUCK U UCCIICNOBAHNC apXUBa,

—BECTU KOHTPOJIb COOBITHI U CUCTEMHBIN KYpHAJ.

2.2 Ha3nayenue nmporpamMmsl

CIIO Axxon Next - choenuajibHOE NPOrPaMMHOE OOECleYeHne TMpeTHa3HAYCHO ISt
opraHu3any paboThl BHIEOCEpBEpPa M3 COCTaBa KOMILJIEKTa almaparypbl yopaBleHHs, cOopa u
00paboTku nHGOpPMAIIMU KOMILIEKCa TEXHUUECKUX cpeAcTB oxpanbl Atomn 1 C.

2.3 CaeeHust 0 PyHKIMOHAIBLHBIX OTPAHMYEHUSIX HA IPUMEHEHHUe

s xoppextHoit padotsl CITIO Axxon Next tpedyercsi:

—obecrieueHne BbIMoNHEeHUs TpeOoBaHuit k OpenGL: Bepcus 2.0 wnm Bbllle M HaTU4Me
pacimpeHui ARB_vertex program, GL_EXT blend func_separate,
GL_ARB_framebuffer_object;

—Ipu pa3peumieHuH HSkpaHa MeHee dYeMm 1280%720 mnwukcenmelt KoppekTHas pabota
CIIO Axxon Next He rapaHTuUpyeTcs;

—B OJHOM JIOKAJILHOM CEeTH HE JOJKHO ObITh IBYX CepBepoOB C OJJUHAKOBBHIMH UMEHAMHU, JTaXKe
€CJIM OHU MPUHAJIECKAT Pa3HbIM AXXON-I0MEHAM;

— s KoppekTHor yctaHoBkM CIIO Axxon Next nupekTopus, coaeprKamas HHCTALUIATOP, He
JIOJKHA COZIEPIKaTh MPOOEIIbl B Ha4ale CBOET0 UMEHH;

AT1.000411-01 13
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— 1711 KOppeKTHOW | moJyiHoneHHoM paboTel CITO Axxon Next B cuctemMe HE JOHKHO OBITh
OTrpaHMUYEHUN Ha CETEBYIO aKTUBHOCTh Mek1y Bcemu CepBepamu u Kiimentamu Axxon Next (ecnu
npu ycranoBke i pabotsl CITO Axxon Next OblIM yKa3aHbl ONPEACICHHBIE TOPTHI, TO AOCTYI 110
nanHbiM noptam 1o npotokosaM TCP u UDP nomken ObITh OTKpHIT. B mpoTuBHOM ciiyyae B
CHCTEME JIOJDKEH OBITh OTKPBIT IOCTYII 110 BCEM MOPTaM);

—00s13aTeNbHasg CUHXPOHU3ALMUS BPEMEHH MEX]ly BCEMU KOMITbIOTEpAMHU CHUCTEMBI (JO0KHA
OBITh HACTPOEHA MOJIL30BATEIICM);

—o0s3arenbHas cunxponuzanusi Mexnay Cepsepom u IP-ycTpoiicTBoM HeoOXoanma, €ciii B
CHCTEME MHCIIOJIb3YETCsl BCTPOCHHOE XpaHWIMILE YCTpOHcTBa (IPU OTCYTCTBHM CHUHXPOHHU3ALMU
BO3MOKHA HEKOPPEKTHAsSI 3aIMCh COOBITUI OT YCTPONCTBA B 0a3y JaHHbBIX);

—nepen ycranoBkoit CIIO Axxon Next HE0OXOAMMO YOETUTHCS, YTO Ha KOMIIBIOTEPE
UCTIOJIB3YEeTCS OCIEAH SIS BEpCHS ApaiiBepa JJsl BUICOKapPTHI;

—mmHa NetBiosName kommbroTepa He T0JKHA IPEBBIIATh 15 CHMBOJIOB;

—eCcJIi KOMIBIOTEp TOJKIIoUeH K AoMeHy Active Directory, To ans goctyma K AUCKaM
HEO0OXOIMMO BBINOJIHATH OJHO M3 JBYX YCIIOBHH: B CHHUCKax KOHTpous poctyma (Access Control
List) TUCKOB JTOJIKHBI IIPUCYTCTBOBAThH TOJBKO JIOKAJIbHBIC M BCTPOSHHBIE IPYIIIBI U TI0JIH30BATEIH,
b0 co3mate B JoMeHe mosb3oBatens AxxonFileBrowser u  mo0aBuTh ero B rpymiy
[Tonw3oBarenu. JlaHHOE MTOBEICHHE XapaKTEPHO TOJILKO sl (hAiIOBBIX CUCTEM C IIpaBaMu JJOCTYIIA
(manmpumep, NTES).

3 ONMUCAHME JJOTUYECKOM CTPYKTYPBI

3.1 AJITOPUTM NPOrPaMMBbI

st padots ¢ IP ycTpoiictBamu TpeOyetcs noakimodeHue Cepepa Axxon Next K TOKaIbHOM
CETH, B KOTOPYIO BKJIIOYeHBI TpeOyeMmble [P-ycTpoiicTBa (cM. puc. 1):

Ip-kamepa 1

5 “6e TGe

Cepsep 1 ’

A

Ip-kamepa 2 Ip-kamepa n

Cepsep 2

— & |WAN/LAN | D— r!’

ML MW

; Cepsep 3 Cepeep 4

Pucynok 1 — [logknroueHne K JOKaJIbHOU CETH
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Hns paborsl ¢ IP-ycTpolicTBamMM, HaxOJMIIMMHUCS BO BHEIIHEH CeTH, HE0OXOIUMO
BBINOJIHEHHE CIIEIYIOUIMX TPEOOBAHMIHA:

—|P-ycTpolicTBa TOJDKHBI UMETh BHEIIHUN cTaTnyeckuii [P-ampec;

—Ha ceTeBOM 000PYAOBAHUU JOJKHBI OBITh OTKPBITHI HEOOXOIUMBIC TTOPTHI.

Ha ocHoBe mnocrynatromero ot [P-yCTpoWCTB BHACOCUTHANIA MPOU3BOAUTCA OLICHKA
OXpaHsIeMOro 00bEKTa U pearnpoBaHUE CUCTEMBI Ha 3a(DUKCUPOBAHHBIC B HEM COOBITHSI.

3.2 Hcnosb3yembie MeTOABI

[Tpu pabote CITO Axxon Next HCIIOJIB3YeT OCHOBHBIE METOIBI:

—AuthenticationService.Authenticate - meto mis aBropusaiuu Ha CepBepe;
—SecurityService.ChangeConfig - meton ist 3a1aHus IpaB A0CTYyIIA K BHICOKaMepaM;

—ConfigurationService.ChangeConfig - wmerox it 100aBiCHHS WIH  HW3MEHCHHS
KOH(UTYypaIMy BHICOKaMepP U JIETEKTOPOB;

—ConfigurationService.ListUnits - meton st nonyueHus HHGOPMAIIUU O BUICOKaMEpPe;
—DomainService.ListCameras - MeTo /151 MOJTy4eHHUs CITUCKA MOIKTFOYCHHBIX BUICOKAMED;
—VMDAService.ExecuteQuery - Metos uist IOy4eHHs METaIaHHBIX OT TpeKepa 00bEKTOB;

—DomainNotifier.PullEvents - merom mis monydeHHsi COOBITHI AHAIUTHKH B PEaJbHOM
BPEMEHU;

—EventsHistory.ReadEvents - metox ajist moay4eHus] COOBITHI aHATUTHKH U3 0a3bl JaHHBIX.

(Ju1g TOJTy4eHHus: BUJCONOTOKa B peasibHOM BpemeHH ucnonb3yercs HTTP API 3zampoc dopmara:
GET http://IP-anpec:nopt/mpedukc/live/media/ VIDEOSOURCEID?iapametpst).

3.3 CrpykTypa nporpaMmsl ¢ OnucaHueM (pyHKIHMHA COCTABHBIX YaCTeH U CBA3H
MEKAy HUMHU

CITIO Axxon Next COCTOHUT U3 CJIETYIONTUX MOJTYJICH:

—ASIp - MOyJb JTOTHKH (MaKPOKOMAH/IbI), 0a3bl U KAHAJIOB COOBITHI;
—Decoder - MOIYJIb ICKOAUPOBAHUS BUACOMOTOKA U ayJUOIIOTOKA,
—Discovery - Mmoysb MOMCKa 000py/I0BaHHUS;

—Ipint - Mmoaysb B3aMOIEHCTBHS ¢ 000PYIOBAHUEM,

—MMSS - moxyns web-Cepsepa u HTTP API,

—MultimediaStorage - moaynb XpaHeHHS MYJIbTHMEAMHHBIX TaHHBIX;

AT1.000411-01 13
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—NativeBL - Mmoxyis OM3HEC-TOTHKH;

—Notification - Mmoaysb yBe1OMIICHHIA;

—Statistics - Mmoaynb cOOpa CTaTHCTUKH,

—VMDA - Mmoxynb 00paOOTKH U XpaHEHUS! METAJaHHBIX;

—FileBrowser - Mmoxyib paboThI ¢ (aiijIoBOW CHCTEMOI;

—LogRotateService - cepBuc noamMens! (ailyioB JTOTUPOBAHUS VIS ApXUBAIIHH;

—InfraServer - oOcHOBHOW MO/yNb, YIPABJSIIONIMIA 3allyCKOM, OCTAHOBKOH MOJYJICH,
IPOBEPKOH JIMIIEH3UH U pabOThI IPYTUX MOAYJEH.

3.4 CBs31 IporpaMMsl ¢ IPYTHMH POrpaMMaMu

CIIO Axxon Next Bo BpeMsi pabOThl B3aUMOJICHCTBYET CO CIEAYIOIIMMHU IPOTPaMMaMHU:

—cepBep CITO Axxon Next coxpansier coObITHS U MeTalaHHble B 0a3y naHHbIX PostgreSQL;

—cepBep CIIO Axxon Next mnepemaer BuaeouzoOpakeHHE B pPEaTbHOM BpPEMEHU U
merananubie B CI10 UHIUT UPKA.

4 UCIIOJBb3YEMBIE TEXHUYECKHUE CPEJICTBA

TpeboBaHus K anmapaTHbIM IulaTdopMmaM U BHaeoagantepaMm ais ycraHoBku CIIO Axxon
Next:

MuHuMajbHble TPeOOBaHUS K annapaTHbIM m1aTgopmam s Cepsepa:

— nporeccop: Intel Celeron 420 @ 1.60GHz (AMD Athlon 64 2800, Intel Pentium 4
3.06GHz);

— MUHUMAJBHOE KOn4yecTBO mmamaTtu: 1 Gb.

MunumanbHble TpeOOBaHUS K BUAC0AAANITEPAM:
— nuckpetHas Buneokapta: GeForce 7300LE 512MB;

— BcTpoeHHas Buaeokaprta: Intel HD Graphics 530, OpenGL Bepcuu 2.0;

— HaJM4ne pacIIupeHui ARB_vertex_program, GL_EXT blend_func_separate,
GL_ARB_framebuffer_object mist OpenGL.

PexoMenayemblie TpeOOBaHNS K BHAeOAAaNTepam:
—nuckpeTHas Buneokapra: cepust NVIDIA® GeForce® 200 u BbIwE;

—BcTpoeHHas Buaeokapra: cepun ATI Radeon™ HD 5000 (AMD Radeon™ HD 6000) u
Bbiie, OpenGL Bepcum 2.0 u BbIIIIE.

— HaJu4due pacIIupeHui ARB_vertex_program, GL_EXT blend_func_separate,
GL_ARB_framebuffer_object mst OpenGL.
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Ipumeuanue! Eciu CIIO Axxon Next yCTaHOBIMBAETCS Ha KOMIBIOTEP, UMEIOIIUM J1Ba
npoliieccopa, peKOMeHIAyeTcs BhIKIIouaTh TexHonoruto Hyper-threading.

5 BbI3OB U 3AT'PY3KA

Bee mogymun CIIO Axxon Next 3arpykarTcsi aBTOMaTH4YeCKH B (POHOBOM peXHME HpU
3arpy3Ke ONeparOHHON CHCTEMBI.

st pyanoro 3amycka CepBepHBIX MOIYJEeH HEOOXOIMMO BBIIOJIHUTH KOMaH/TY:
sudo service axxon-next start
Jlns ocranoBku CepBepHBIX MOJyJIel HEOOXOAMMO BBIIOJIHUTH KOMaHY:

sudo service axxon-next stop

s nepe3arpy3ku CepBepHBIX MOIYJIe HEOOXOIUMO BBITIOJHUTH KOMaH/Y:
sudo service axxon-next restart
Jlns nposepku cratyca CepBepHbIX MOAYJIEH HEOOXO0IMMO BBIIIOJIHUTh KOMaHy:

sudo service axxon-next status

6 BXO/HBIE JJAHHBIE

Bxomubimu  manabiMu o1t moaynedt CIIO Axxon Next SBISIIOTCS BHACOCHUTHAIBI C
BHJICOKAMeED.

7 BBIXO/IHBIE JJAHHBIE

BeixogusiMu manabiMu s moayiieir CIIO Axxon Next sIBASIOTCS CCBIIKM Ha TOJy4YeHUE
BUJICOTIOTOKOB U META/IaHHBIE O BCEX IBMXKYIINXCA 00BEKTax B Kajape (THUII, UX MOJIOKEHHE B Kaape,
pa3Mep, HampaBlieHUE JABHKEHHUS, CKOPOCTb, IIBET U T.1.).

CITIO Axxon Next ucmonb3yer anroputMel Bujaeokommpeccuu: MIPEG, MPEG-2, MPEG-4,
MXPEG, H.264, H.265, Motion Wavelet, Hik264 (tonbko mms x86). Ilpu 3TOM CrHenHaaIbHOTO
JIONIOJTHUTEBHOTO 1ppoBanus naHHbIX/Tpaduka CITO Axxon Next He UCITOIB3YeET.

AT1.000411-01 13
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MNEPEYEHb COKPAIIIEHUAM

ECII/] — Enunas cuctema nporpaMMHOM 10KYMEHTALUMU

CIIO — CnenmanpHOE MpOorpaMMHOE 0OecIieueHne
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